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1. Purpose
Stoke on Trent Foodbank recognises that social media and digital communication platforms are valuable tools for promoting our work, engaging with the community, supporting individuals, sharing information, and encouraging positive interaction and wellbeing outcomes.

This policy sets out the standards expected when using social media and digital communication platforms to ensure that:
· The reputation of Stoke on Trent Foodbank is protected.
· Guests, volunteers, staff and Trustees are safeguarded.
· Confidentiality and privacy are maintained.
· Professional boundaries are upheld.
· Communication remains respectful, inclusive and supportive.
· Legal and regulatory responsibilities are met.
2. Scope
This policy applies to:
· Trustees
· Employees
· Volunteers
· Students and placements
· Session workers
· Contractors acting on behalf of Stoke on Trent Foodbank

The policy applies to:
· Official Stoke on Trent Foodbank social media accounts.
· WhatsApp groups and communities.
· Online forums and messaging platforms.
· Personal social media use where an individual can be identified as being connected to Stoke on Trent Foodbank.
3. Platforms Covered
This policy includes, but is not limited to:
· Facebook
· Instagram
· TikTok
· X (Twitter)
· LinkedIn
· YouTube
· WhatsApp
· WhatsApp Communities
· Facebook Messenger
· Telegram
· Signal
· Online forums
· Group chats
· Future social networking or messaging platforms

4. Organisational Values
All online activity connected to Stoke on Trent Foodbank should reflect our values of:
· Compassion
· Dignity
· Respect
· Safety
· Integrity
· Hope
· Community

Individuals representing Stoke on Trent Foodbank should communicate in a way that promotes understanding, inclusion, accountability and transparency.

5. Official Social Media Accounts
Official social media accounts must:
· Be approved by the CEO.
· Have designated administrators.
· Use secure passwords.
· Use two-factor authentication where available.
· Be monitored regularly.
· Publish content that supports the aims and values of Stoke on Trent Foodbank.
· Comply with safeguarding and data protection requirements.

At least two authorised individuals should have administrative access to official accounts wherever possible.

Account login details must remain the property of Stoke on Trent Foodbank and be stored securely.

6. Standards of Online Conduct
Anyone representing Stoke on Trent Foodbank online must:
· Communicate respectfully and professionally.
· Treat others with dignity and respect.
· Consider the impact of their words and actions.
· Avoid inflammatory, abusive or offensive language.
· Promote a safe and inclusive environment.
· Avoid behaviour that may damage the reputation of Stoke on Trent Foodbank.

The following behaviour is unacceptable:
· Bullying or harassment.
· Discrimination.
· Hate speech.
· Threatening behaviour.
· Personal attacks.
· Deliberately spreading false information.
· Posting content likely to cause distress or harm.

7. Confidentiality and Data Protection
Individuals must not share confidential information relating to:
· Guests.
· Volunteers.
· Staff.
· Trustees.
· Safeguarding concerns.
· Organisational business.

Personal information must only be shared where there is a lawful basis to do so and in accordance with:
· UK GDPR.
· Data Protection legislation.
· Stoke on Trent Foodbank’s Data Protection Policy.

Breach of confidentiality may result in disciplinary action and, where appropriate, referral to external agencies.

8. Photography, Video and Testimonials
Photographs, videos, stories or testimonials must not be published without appropriate permission.

Before sharing content, consideration should be given to:
· Consent.
· Privacy.
· Dignity.
· Safeguarding.
· Potential risks to individuals.

Particular care must be taken when content involves children, vulnerable adults or individuals in recovery.

9. Safeguarding Responsibilities
Safeguarding responsibilities apply online in the same way as they do face-to-face.

Individuals must:
· Maintain professional boundaries.
· Avoid inappropriate private messaging.
· Report safeguarding concerns immediately.
· Avoid sharing information that could place someone at risk.
· Follow the organisation's safeguarding procedures at all times.

Any safeguarding concerns identified through social media or messaging platforms must be reported in accordance with Stoke on Trent Foodbank’s Safeguarding Policy.

10. Personal Social Media Use
Stoke on Trent Foodbank  respects the right of individuals to use personal social media accounts.

However, individuals should:
· Avoid presenting personal opinions as those of Stoke on Trent Foodbank.
· Avoid posting content that could damage the reputation of the organisation.
· Not disclose confidential information.
· Not use Stoke on Trent Foodbank’s branding without permission.
· Conduct themselves in a manner consistent with Stoke on Trent Foodbank’s values where they identify themselves as being associated with the organisation.

Where personal social media use impacts the organisation, appropriate action may be taken.

Individuals should make it clear that personal opinions expressed on personal social media accounts are their own and do not necessarily represent the views of Stoke on Trent Foodbank.

11. Use of Messaging Apps and Digital Communication
Stoke on Trent Foodbank may use WhatsApp and other messaging platforms for communication with service users, volunteers, staff and community members where appropriate.


These platforms may be used for:
· Sharing information.
· Volunteer coordination.
· Community engagement.
· Recovery support.
· Event updates.
· Signposting and practical support.

When using messaging platforms:
· Communication must remain respectful and professional.
· Confidentiality must be maintained.
· Safeguarding responsibilities continue to apply.
· Individuals should avoid excessive or inappropriate out-of-hours contact.
· Sensitive information should not be shared unless necessary and appropriate.

Messaging applications must not be relied upon for emergency communication.

Individuals requiring urgent assistance should contact emergency services or relevant crisis support services.

Stoke on Trent Foodbank 's social media channels and messaging groups are not monitored 24 hours a day and should not be used to request emergency assistance.

12. WhatsApp Groups and Digital Community Groups
Stoke on Trent Foodbank may operate WhatsApp groups and other digital community groups to support communication, recovery, volunteering activities and community engagement.

All official groups must be approved by the CEO and managed by authorised administrators.

Group Administration
Administrators are responsible for:
· Maintaining a safe environment.
· Monitoring behaviour within groups.
· Addressing concerns where appropriate.
· Taking action where safeguarding, confidentiality or conduct issues arise.

Wherever possible, individuals should be informed before being added to a WhatsApp group or digital community group, as participation may make their telephone number visible to other members.

Administrators may remove content or individuals where necessary.

Expected Behaviour
Members are expected to:
· Treat others respectfully.
· Support a positive and welcoming environment.
· Respect different opinions and experiences.
· Follow reasonable instructions from administrators.
· Avoid arguments, bullying, harassment or discrimination.
The following will not be tolerated:
· Abuse or threats.
· Hate speech.
· Harassment.
· Intimidation.
· Discriminatory behaviour.
· Sharing inappropriate or offensive material.

Privacy and Confidentiality
Members must:
· Respect the privacy of others.
· Keep discussions within the group confidential where appropriate.
· Screenshots, recordings, photographs, videos, messages or copies of conversations from Stoke on Trent Foodbank groups must not be shared outside the group without permission, except where required for safeguarding, reporting concerns, or legal purposes.
· Protect personal information.

Members should be aware that telephone numbers may be visible to other group participants.

Local Organisers and Peer Support Groups
Where groups are used for recovery and peer support:
· Members should support a positive and recovery-focused environment.
· Members should respect anonymity and confidentiality.
· The group must not be used to provide professional, medical, legal or safeguarding advice unless authorised to do so.
· Participation does not replace professional treatment, support services or emergency assistance.

Group Membership and Removal
Participation in Stoke on Trent Foodbank’s WhatsApp groups is intended for individuals actively engaging with Stoke on Trent Foodbank’s services, activities, volunteering opportunities or community support.

Stoke on Trent Foodbank reserves the right to remove individuals from WhatsApp groups or digital community groups at any time and without prior warning where:
· They are no longer engaging with Stoke on Trent Foodbank’s services or activities.
· Their membership is no longer considered appropriate or necessary.
· Their behaviour breaches this policy.
· Their conduct negatively affects the safety, wellbeing or experience of others.
· Safeguarding concerns arise.
· Confidentiality concerns arise.
· The effective operation of the group is compromised.

Removal from a group does not automatically prevent access to Stoke on Trent Foodbank’s services unless separate decisions have been made under relevant policies and procedures.

Decisions regarding group membership and removal will be made in a fair, proportionate and reasonable manner, taking account of the safety and wellbeing of all participants.


13. Complaints, Concerns and Online Incidents
Any concerns relating to social media or digital communication should be reported to the CEO as soon as possible.
Concerns may include:
· Safeguarding issues.
· Harassment or bullying.
· Confidentiality breaches.
· Inappropriate content.
· Fake accounts or impersonation.
· Security breaches.

Appropriate action may include:
· Removal of content.
· Removal from groups.
· Blocking users.
· Referral to safeguarding procedures.
· Referral to external agencies or the police where appropriate.

14. Security and Account Protection
Anyone with access to Stoke on Trent Foodbank accounts must:
· Use strong passwords.
· Enable two-factor authentication where available.
· Keep login details secure.
· Report suspected security breaches immediately.
· Avoid accessing accounts on unsecured devices.

Any suspected hacking, impersonation or unauthorised access must be reported immediately.

15. Breaches of this Policy
Failure to comply with this policy may result in:
· Informal action.
· Removal from social media groups.
· Withdrawal of administrative privileges.
· Disciplinary action.
· Termination of volunteer involvement.
· Referral to safeguarding procedures.
· Referral to external authorities where appropriate.

16. Related Policies
This policy should be read alongside:
· Safeguarding Policy
· Data Protection Policy
· Confidentiality Policy
· Professional Boundaries Policy
· Volunteer Policy
· Code of Conduct
· Complaints Policy
· Whistleblowing Policy

17. Review
This policy will be reviewed annually or sooner if:
· Legislation changes.
· Organisational needs change.
· A significant incident occurs.
· New digital platforms create additional risks.
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